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1 INTRODUCTION

The following user manual describes architecture, functionality and configuration parameters of
the Ethernet to CAN Converter. It also contains technical specifications and installation
instructions of the converter.

The user should check whether the application firmware installed in the converter is covered
by this user manual. It can be done using any web browser connected to the converted over
the Ethernet connection, see: Configuration Parameters section for more details.

The user manual is valid for application firmware with the same major version number as the
user manual. For example, this user manual is valid for any application firmware version 5.xx.
Updates specific to the user manual are done by adding letters: A, Bq thediser ni&anual
version number.
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2 CONVERTER DESCRIPTION

The Ethernet to CAN Converter is a simple device converting CAN frames into UDP or TCP IP
datagrams and sending them over the Ethernet network. The device can also convert UDP or
TCP datagrams into CAN frames.

The converter has one CAN and one Ethernet port. It supports a high-speed CAN with baud
rate up to 1Mbit/s and a fast 100Mbit/s Ethernet. All standard and extended CAN frames,
including data and remote frames, are supported.

The power can be passed through to the CAN port. Protection is provided.

The converter contains a web server to setup configuration parameters and monitor the
internal state of the converter using a web browser. The user can also update the converter
firmware using the web browser.

A simple command-line AxioDisc.exe  Windows application is provided to locate a converter
on the LAN.

To ensure low latency in processing CAN and Ethernet messages, the converter software runs
under control of a real-time operating system.

The converter is designed to work on off-road machinery or in a harsh industrial environment
with power transients, high humidity, and vibrations.

2.1 Hardware Block Diagram

The converter hardware block diagram is presented in Figure 1.

POUT—3)
d Switch w ENN—
&y Power
vt
<= FLASH 1
Microcontroller =
] }—0——/\/\/\,—0—CAN_ svers|  CAN
H Connector
CANH—
> CAN -
CAN | T . CANL]
ransceiver
Ethemet LinkAct

Figure 1. The Converter Hardware Block Diagram

The converter is powered from the Ethernet connector using dedicated power lines. The power
from the Ethernet connector can be delivered to the CAN connector through a switch
controlled by a microcontroller.

The Ethernet transformers with PHY, together with the CAN transceiver, provide Ethernet and
CAN physical interfaces.
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A powerful ARM Cortex-M4 microcontroller runs IP protocol stack and all Ethernet to CAN
conversion logic.

2.2 LED Indicators

There are three LED indicators on the front panel of the converter. Abi-c ol or A Power 0
shows whether the unit is powered. It turns red when there is an error on the CAN power
output.

The two Ethernet LED indicators are hardwired to the PHY chip and show the transmission
speed AEthernet labtivitgdt0adt andiEthleed nTaltke/IL 1 nk/ Act «

Table 1. Converter LED Indicators
Name Color Description
Power Green/Red Off The converter is not powered.

Green The converter is powered. CAN Power
Output is in normal condition.

Red CAN Power Qutput is in a fault condition.
Ethernet 10/100 Green On Ethernet speed is 100 Mbit/s

Off Ethernet speed is 10 Mbit/s
Ethernet Link/Act Green On Ethernet link is up

Off Ethernet link is down

Blinking  Ethernet link is up and active

2.3 Firmware Organization

The Ethernet to CAN Converter firmware contains two independent parts: the Communication
Device and the Web Server, see Figure 2:

I { ) [ © ———

IP network

Communication Device Web Server

CAN

Figure 2. Converter Firmware Architecture

The Communication Device is responsible for the protocol conversion between CAN and
Ethernet networks and the Web Server provides the converter user interface.

Both the Communication Device and the Web Server use the same IP network interface. The
IP address resolution is provided by the ARP protocol.
UMAX140900. Ethernet to CAN Converter. Version 5A Page: 6-35



2.3.1 Communication Device

The Communication Device utilizes a proprietary communication protocol to communicate
CAN messages and other auxiliary information over the Ethernet. It supports a client/server
communication model. In this model, the Communication Device has a primary server role,
allowing external clients to establish independent connections with the device.

In addition to the server role, the device can also act as a client, if the Auto Connect to Remote
configuration parameter is set to Yes. In this case, the device will try to establish a connection
with a customer specified remote server.

The total number of remote connections is limited to 10. If the CAN network traffic is high, this
number should be further reduced, or the connections will become unstable due to limited
internal resources of the microcontroller, which are dynamically allocated between open
connections.

The Communication Device can use either UDP or TCP internet protocol (IP), depending on
the value of the Device Port Type configuration parameter.
2.3.1.1 UDP Protocol

The UDP protocol is set by default. Since it is a connectionless protocol, one data socket
serves all device communication needs, see Figure 3.

Device Communication Flow

A A
DevicelpAddiDevicePort
—_— — Data Socket I —
I_
Up t0o10 .
Server connections Client
L o |————— B 4

Identify new connection
by analyzing incoming
traffic

Initialize remote connection if
AutoconnectToRemote=True

New
connection?

A A 4 y
Input/ Output Communication —

- B
Server connection will Client connection will
expire, if inactive never expire

Connection Maintenance

Figure 3. Communication Device. UDP Protocol
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All connections with the device are virtual. On the server side, the device analyzes the
incoming traffic to check for the new connections. Once a new IPAddress:Port combination is
detected, the connection is established and the device starts sending CAN data with Heartbeat
messages to the new node.

There are no restrictions on the IP address and port for the incoming connections.

If a client-side is activated by the Autoconnect to Remote configuration parameter, the device
will automatically start sending CAN data with Heartbeat messages to the remote node on
start-up.

To ensure that the device does not send data to not functioning (dead) or disconnected nodes,
the server side connections will expire in 10 sec of inactivity, when no valid data is received
from the remote node. The client-side connection will never expire.

2.3.1.2 TCP Protocol

When TCP protocol is used, the Communication Device opens an individual data socket for
each device connection, see: Figure 4.

Device Communication Flow

DevicelpAddiDevicePort DevicelpAddiDevicePort DevicelpAddAnyPort
isten
— — | Data Socket| . | Data Socket|__ __| Data Socket| __ __ _| Data Socket| . __ __ __
Socket =
A
o ]
Server Client
Up to10
A 4 connections A
— > ———4————- _
Listen to incoming Try to connect to remotegif

connections AutoconnectToRemote=True

New
connection?

Connection
established?

y y y

Accept Connection Input/ Output Communication

Figure 4. Communication Device. TCP Protocol

The server side opens a listening socket for incoming connections. Once a connection is
accepted, a new data socket is created to handle input/output communication with the remote
node. There are no restrictions on the IP address and port for the incoming connections,
similar to the UDP mode.

On the client side, if Auto Connect to Remote is set to Yes, a data socket is created for
connection with the remote node. A random free port number is assigned to the socket. If the
connection drops, the device will try to automatically reconnect with the node to maintain the
client connection.
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2.3.2 Web Server

The Web Server provides a user front-end interface with the converter. It runs a dynamic
website that shows: the converter general information, configuration parameters, and the
converter real-time diagnostics.

The user can also change configuration parameters and upload the new firmware through this
website.

The web browser should support JavaScript.

2.3.3 Firmware Updates

Starting from version 5.xx, the firmware can be remotely updated through the web server.

2.3.4 Network Discovery

Starting from version 5.xx, the firmware supports a proprietary Axiomatic discovery protocol. It
allows to locate a converter with unknown IP address and/or web server port on a LAN using a
simple Axiomatic discovery application AxioDisc.exe

UMAX140900. Ethernet to CAN Converter. Version 5A Page: 9-35



3 CONVERTER CONFIGURATION

The converter supports configuration over the internal website running on the device
embedded web server. The default Device IP Address is 192.168.0.34 and the default Web
Server Port is 80. Please, make sure that there are no other devices on this IP address when
connecting the converter for the first time to your LAN for configuration.

To connect to the device, run any web browser and point it to the Device IP Address. It is not
necessary to specify the Web Server Port if the web server uses a standard port 80.

After a successful connection, you will see the device home page, see: Figure 5.

- G CAN-ENET Home

&«

) 192.168.0.34/index.shtml e @ W D IN =

c @
%fé%ﬁ/ﬁMNlc Ethernet to CAN Converter

obal Electronic Solutions

DEVICE INFORMATION

° Home ) Part Number: AX140900
* Main Seftings Serial Number: 0014016001
* CAN ID Range Filters Firmware Version: W4.00

s CAN |D Mask Filters

= Diagnostics ETHERNET
s Firmware MAC Address: B4-37-D1-A0-00:0A
Server

Device IP Address: 192.168.0.34
Device Port: 4000
Device Port Type: UDP
Web Server Port: 80
Device Subnet Mask: 255 255 255 0
Device Default Gateway: 192.165.0.1

Client
Auto Connect to Remote: Mo
Remote |P Address: 192.168.0.35
Remote Port: 4000
CAN

Switched Power Out: Off

Baud Rate: 250 kbit/s
ID Range Filters: Off
ID Mask Filters: Off
Loopback Messages: Mo

Figure 5. Converter Home Page
The home page shows the device information, including the converter part number, serial

number, and firmware version. It also shows Ethernet and CAN configuration parameters
including the status of CAN ID range and mask input filters.
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You will need to allow the site to run JavaScript (this setting is default in the majority of web
browsers). If JavaScript is disabled, the website will show a message asking to activate
JavaScript at the top of the web page, see Figure 6.

,ﬁ http://192.168.0.34/settings.shtml cﬁ CAN-EMET Settings

The Ethernet to CAN Converter interface requires JavaScript!
Use the following instructions to enable JavaScript in your web browser.

Figure 6. Enable JavaScript Prompt

The Ethernet configuration parameters are combined into Server and Client groups for
convenience.

The Ethernet and CAN configuration parameters have tooltips clarifying their meaning, see
Figure 7.

ETHERNET
MAC Address: B4:37:D1:AD0:78:65

Server
Device IP Address: 192.165.0.34

Device Port: 4000
Device Port Type: UDFP

AA b O m e eme THn ek O

The dewice client state, When the "Auto Connect To Remote” i1s
"Yes®, the device client is activated and the device will try to
establish a connection with the remote server.

I
Auto Connect to Remote: No

Remote IP Address: 192.168.0.35
Remote Port: 4000

Figure 7. ATooltipf or t he AAuto Connect to Remoteo Confi

3.1 Changing Configuration Parameters

All configuration parameters except the CAN ID range and mask filter settings can be changed
through the Main Settings web page. The CAN ID range and mask filters have their own
configuration pages: CAN ID Range Filters and CAN ID Mask Filters, see Figure 8.

The configuration pages can be reached by clicking on their links on the left side of the
website.

Each configuration web page has fields to enter values of the configuration parameters and
three buttons: Save Settings, Discard Settings and Set Defaults.
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The Save Settings button will save configuration parameters to non-volatile memory and apply
the new settings. The appropriate converter subsystems will be restarted without rebooting of
the whole converter. The rebooting is available from the Diagnostics screen.

The Discharge Settings button will bring back the original converter settings before editing, and
the Set Defaults button will load the default values of the configuration parameters into the
data fields on the page.

- e CAMN-ENET Settings

< &

@ 192.168.0.34/settings.shtml - @ % D IN =

@
WY
/E%J’MN‘IC Ethernet to CAN Converter

y
lobal Electronic Solutions

CONVERTER SETTINGS
* Home
* ain Settings Save Settings Discard Changes Set Defaults
+ CAN ID Range Filters
* CAN ID Mask Filters ||ETHERNET
« Diagnostics Sener
e Firmware Device IP Address:
S Device Port:
Device Port Type: ®upP O TCP
Web Server Port:
Device Subnet Mask:
Device Default Gateway:
Client
CAN Data Agent Client Mode:
Remote IP Address: 192.168.0.35
Remote Port: 4000
CAN
Switched Power Out:
Baud Rate: kbit/s
Loopback Messages:

Figure 8. Converter Main Settings Page

The configuration parameters have tooltips for the user convenience. The Remote IP Address
and Remote Port are disabled when Auto Connect to Remote is set to No.

The page runs a script to check the validity of the new configuration parameters before
uploading them to the web server. For example, the following alert message will be displayed if
the user enters the same value for the Device Port and the Web Server Port:

UMAX140900. Ethernet to CAN Converter. Version 5A Page: 12-35



| Web Server and Device Port must be different!

OK

Figure 9. Settings Alert. Error in Configuration Parameters

The website messages should be enabled (not suppressed) in the browser to see this and
other feedback messages.

After pressing the Save Settings button and saving the configuration parameters, the converter
replies with a confirmation message showing a result of the saving operation. For example, if
the user has successfully changed the Device Port value, the following message will appear:

Message from webpage

Converter configuration parameters have been saved and the new
! values have been applied.

Figure 10. Settings Alert. Configuration Parameters have been Changed Successfully

The new configuration parameters are applied immediately after saving. The converter
performs all necessary internal reconfigurations and resets on the fly. If the user changed the
Device IP Address or the Web Server Port, the website will be automatically re-loaded at the
new location.

_ o CAN-EMET Settings

&«

® 192.168.0.42:800/settings.shtml o @YY @D IN =

¢ @
%%%:%Mwlc Ethernet to CAN Converter

Global Electronic Solutions

CONVERTER SETTINGS
* Home
= Main Settings Save Settings Discard Changes Set Defaults

« CAN ID Range Filters
« CAN ID Mask Filters ||ETHERNET

« Diagnostics [ Server
o Firmware Device IP Address: |192.168.0.42

Device Port: |4000

Device Port Type: @ UDP (O TCP
Web Server Port: |800

Device Subnet Mask: |255.255.255.0

Device Default Gateway: |192.168.0.1

Figure 11. Website Automatic Relocation
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In case the user leaves the page without saving, all changes will be discarded. The user can
also discard changes by pressing the Discard Changes button.

3.2 Ethernet Configuration

All Ethernet configuration parameters can be changed through the Main Settings web page,
except the MAC Address, which is programmed at the factory. The user-changeable
configuration parameters are presented in Table 2.

The user should avoid using special IP addresses (broadcast, multicast, loopback, etc.) when
configuring the Device IP Address since this can lead to a permanent loss of communication
with the embedded web server.

Table 2. Ethernet Confi

uration Parameters

except the
Device Port and
the Discovery
Protocol Port

ggggggﬁlon Default Value | Range Description
Device IP Address | 192.168.0.34 | Any IP address! | The device IP address. The embedded
web server uses the same IP address.
Device Port 4000 Any port value The device server port. The device is
except the Web | listening to this port for incoming
Server Port and connections. The Discovery Protocol Port
the Discovery (35100) and the Web Server Port should
Protocol Port not be used.
Device Port Type UDP {UDP, TCP} Type of the IP protocol used by the device.
The device server and client use the same
IP protocol.
Web Server Port 80 Any port value The communication port of the embedded

web server.

Device Subnet

255.255.255.0

Any IP address?

The device subnet mask. Used also by the

Mask embedded web server.

Device Default 192.168.0.1 Any IP address® | The device default gateway. Used also by

Gateway the embedded web server.

Auto Connect to No {No, Yes} The device client state. When the Auto

Remote Connect to Remote is Yes, the device
client is activated, and the device will try to
establish a connection with the remote
server.

Remote IP 192.168.0.35 | Any IP address The remote server IP address. Used by

Address the device client, when the Auto Connect
to Remote is Yes.

Remote Port 4000 Any port value The remote server port. Used by the

device client, when the Auto Connect to
Remote is Yes.

Must be assigned by the network administrator.

3.3 CAN Configuration

The CAN configuration parameters can be changed through the Main Settings, CAN ID Range
Filters, and CAN ID Mask Filters web pages.

UMAX140900. Ethernet to CAN Converter. Version 5A
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The main CAN configuration parameters are available through the Main Settings web page,

see Table 3.

Table 3. Main CAN Configuration Parameters

Out

Configuration —
Parameter Default Value | Range Description
Switched Power Off {Off, On} State of the switch delivering power to the

CAN connector.

Baud Rate 250 kbit/s {1000, 666.6(6), | The CAN baud rate.

500, 250, 125,

100, 83.3(3), 50,

20, 10}
Loopback No {No, Yes} Specifies, whether the messages received
Messages over the Ethernet and transmitted on the

CAN bus, are sent back to the Ethernet.
Setting this value to Yes can create an
eternal loop when the same messages are
bounced between two or more converters.
Use with caution.

1666.6(6) and 83.3(3) kbit/s are set as 667 and 83 kbit/s, respectively, in the drop-down menu. The

666. 6(6)

kbit/ s

i's absent

in firmware V1. xxé4.

The CAN filters have their own web pages for setting configuration parameters. If all filters are
disabled, all input CAN messages will be output on the Ethernet network.

3.3.1 CAN ID Range Filters
The CAN ID range filters are set through the CAN ID Range Filters configuration web page.

UMAX140900. Ethernet to CAN Converter. Version 5A
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- o CAN-ENET Settings X
(_

c
7
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@ 192.168.0.34/CANRangeFilter.shtm

lobal Electronic Solutions

e @ 7 @O IN

@
/Z%;/;MNIC Ethernet to CAN Converter

* Home

* Main Settings

e CAN ID Range Filters
e CAN ID Mask Filters
+ Diagnostics

e Firmware

CONVERTER SETTINGS

Save Settings Discard Changes

Set Defaults

CAN ID Range Filters
Filter 1

On/Off: [0 From: 0x0

Filter 2
On/Of: ] From: 0x0

Filter 3
On/Off: ] From: 0x0

Filter 4
On/Off: ] From: 0x0

Filter &
On/Off: ] From: 0x0

To:

To:

To:

To:

To:

0x0

0x0

0x0

0x0

0x0

EID:

EID:

EID:

EID:

EID:

Figure 12. Converter CAN ID Range Filters Page

The user can independently configure five CAN ID range filters: Filter 1, Filter 2 ,

é, 5Fi

Once the filter is activated by checking the On/Off box, the CAN input messages will pass
through to the Ethernet network only if their CAN ID is within the range specified by From and

To configuration parameters.

OW N Oi EMYERTM MG Qi | WD OQH 0 QQ

Where: @ T CAN message ID,
"Oi € 1 From configuration parameter,
"YE i To configuration parameter.

(1)

The EID box (Extended ID box) defines whether the CAN message ID is regular or extended.

All CAN ID range filters run in parallel. It is sufficient to satisfy requirements of any active filter
to pass the CAN message to the Ethernet network.

If no active filters are defined, it is considered that the CAN ID range filters are disabled, and

do not participate in the message filtering process. In this case, ID Range Filters are Off on the

home page, and, if other filters are also disabled, all CAN input messages will be sent to the

Ethernet network.

3.3.2 CAN ID Mask Filters

The CAN ID mask filters are set through the CAN ID Mask Filter configuration web page.

UMAX140900. Ethernet to CAN Converter. Version 5A
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i o CAN-ENET Settings

& ¢ o @ 192.168.0.34/CANMaskFilter.shtm @ % O IN =

V&
%//QMNIIC Ethernet to CAN Converter

lobal Electronic Solutions

CONVERTER SETTINGS
* Home
« Main Settings Save Settings Discard Changes Set Defaults
* CAN ID Range Filters
o CAN ID Mask Filters ||CANID Mask Filters
 Diagnostics Filter 1
o Firmware On/Off: 0 Mask: 0x0 ID: 0x0 EID:
Filter 2
On/Off [0  Mask: 0x0 10: | 0x0 EID:
Filter 3
On/Of [0 Mask: 0x0 10: |00 EID:
Filter 4
On/Off ]  Mask: 0x0 1D: |00 EID:
Filter &
On/Off [0  Mask: 0x0 10: | 0x0 EID:

Figure 13. Converter CAN ID Mask Filters Page
There are five independent CAN ID mask filters: Filter 1, Filter 2 ,  é , 5 Bvailaliedorthe
user.

Once the filter is activated by checking the On/Off box, the CAN input messages will pass
through the filter to the Ethernet network only if their CAN ID satisfies the following condition:

‘00 '@ 00 HIFEDHME Qi | WG HQE 0 Q0 )

Where: @ I CAN message ID,
0 Wi T Mask configuration parameter,
‘OO0 1 ID configuration parameter,
& I Bitwise AND operator.

The EID box (Extended ID box) defines whether the CAN message ID is regular or extended.

All CAN ID mask filters run in parallel the same way as CAN ID range filters. It is sufficient to
satisfy requirements of any active filter to send the CAN message to the Ethernet network.

If no active filters are defined, it is considered that the CAN ID mask filters are disabled, and do
not participate in the message filtering process. In this case, ID Mask Filters are Off on the
home page, and, if other filters are also disabled, all CAN input messages will be sent to the
Ethernet network.
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4 CONVERTER DIAGNOSTICS

The user can see a real-time diagnostic information on the Diagnostics page on the converter
internal website. The connection to the converter embedded web server is described in the
Converter Configuration section.

To see the Diagnostics page, Figure 14, the user should click on the Diagnostics link on the
left side of the web page.

<« c ® 192.168.0.34/diagnostics.shtml = Q% DO IN =
%

&
%%%JMN-IC Ethernet to CAN Converter

Global Electronic Solutions

GENERAL
e Home
. . Health Status: N |
¢ Main Settings ea atus: orma
e CAN ID Range Filters Refresh Status Reset Counters Reboot Converter
o CAN ID Mask Filters
* Diagnostics CAN
e Firmware CAN Receive Errors: 0
CAN Transmit Errors: 0
CAN Bus Off Errors: 0
CAN Frames Received: 839
CAN Frames Sent: 0
ETHERNET

Ethernet Messages Received: 37739
Ethernet Messages Sent: 154

Figure 14. The Converter Diagnostics Page

The Diagnostics page shows the Health Status of the converter together with the CAN and
Ethernet statistics.

The user can refresh the values on the page by pressing the Refresh Status button or reset the
statistic counters by pressing Reset Counters button. The Reboot Converter button activates
the converter rebooting.

The converters do not retain the diagnostic information. All information is lost when the power
is shut down.

4.1 Health Status

The converter Health Status is an aggregated system run-time parameter calculated on the
base of operational statuses of the major device hardware and software components.

The Health Status presents the overall operational status of the CAN to Ethernet Converter,
based on the following rules, see Table 4.
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Table 4. Health Status

Health Status Condition

Error Error is reported when at least one operational status is in the Error state.

Warning Warning is reported when at least one operational status is in the Warning state
and there are no operational statuses in the Error state.

Undefined Undefined is reported when at least one operational status is in the Undefined
state and there are no operational statuses in the Error or Warning state.

Normal Normal is reported when all operational statuses are in the Normal state.

If the Health Status is different from Normal, the user will see a verbose message on the

Diagnostics web page below the Health Status describing which operational status is causing
a problem.
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Figure 15. Health Status Message on CAN Error

In case, several operational statuses differ from Normal, all of them will be shown on the
Diagnostics page.

4.2 Converter Rebooting

The user can reboot the converter, when necessary, using the Reboot Converter button.
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Figure 16. The Converter Reboot Screen

The rebooting operation takes 10 seconds. The user will see the Reboot screen with a
countdown during this operation.

When rebooting is over, the Diagnostics page will be reloaded.
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5 FIRMWARE UPDATE

The converter firmware can be updated through the website in the field starting from firmware
version 3.00.1

! Please note that if it is necessary to downgrade the firmware from versions 5.xx or higher to older
versions (4.xx or lower), the CAN baud rate should be set to a value supported by those versions.

The update procedure is performed in two stages. First, the application firmware is uploaded
into the converter internal flash. During this stage, the converter checks the firmware
checksum and whether it can be programmed into the unit.

Then, upon the user confirmation, the firmware is programmed into the microcontroller and the
unit is restarted. At the end of this process, the user should see the new firmware version
number on the converter home page in the browser.

The details of the firmware update are provided below.
5.1 Uploading the New Firmware

To upload the new firmware, the user should activate the Firmware Uploading page, Figure 17,
by clicking on the Firmware link on the left side of the web page.

Figure 17. Firmware Uploading Page
Then the user selects the new firmware file using the B r o w sbaitéon.

The firmware file is provided by Axiomatic in a proprietary binary format with extension: .af .
The file name should have the following format: AF- 15129 - X.XX. af , where the <X.XX> field
wildcard reflects the firmware version number. We will use AF- 15129 - 4.00 . af file for
illustration of the firmware update process in this manual.

When the file is selected, the user should press the Upload button. The user will see the
dynamic message: fi L 0 a d i imtlgedaitom of the screen and then, if everything is in order,
the converter will switch automatically to the Firmware Update page.
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